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Anomalous trades on FTX

FTX demonstrates a noticeable leading digit spike, possibly indicating
non-standard trading activity on the exchange. Recent order distribution sizes for
COMP (Compound) deviate from other markets and contradict Benford's law.
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Frequency distribution of leading digits. Spot market COMP token order size
Nov 8-10, 2020 (~500,000 events used).

req. of 1st digit
Freq. of 1st digit
Freq. of Ist digit
Freq. of 1st digit

3

Application of Benford's Law to Fraud Detection

The ACFE published an article for how to discern naturally occurring statistical
deviations from fraud using Nigrini’s tests. Evidence based on Benford's law has been
used in federal and state criminal and regulatory cases.


https://en.wikipedia.org/wiki/Benford%27s_law
https://www.acfe.com/uploadedFiles/Shared_Content/Products/Self-Study_CPE/UsingBenfordsLaw_2018_final_extract.pdf
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LINK Trading Volumes Deviations on Huobi

Typically, frequency distributions for logged trade volumes have an near linear
relationship with a negative slope, and a long tail (at the high end of trade size). As an
example, in comparing LINK trading activity, the distribution on Huobi stands out when
compared to other high-liquidity exchanges.
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Frequency distribution of trading volumes of LINK token on Coinbase, Binance, Huobi
exchange Oct 10 — Nov 10, 2020. Source: NTerminal data in Splunk

Exchanges or token creators can use trading algorithms that increase trading
volumes to create an impression of a more active market. Many of the more simplistic
and standardized methods of anomaly detection, such as aggregate raw trade-size
distribution analysis, can be rendered ineffectual by more sophisticated wash trading
schemes. Significant deviations from the theoretical power-law distribution in
published trade volumes may be a reason for closer inspection.



https://www.nterminal.com/
https://image.tokeninsight.com/upload/levelPdf/2019-Q3-Crypto-Exchange-Wash-Trading-Research.pdf
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Frequency distribution of trading volumes of LINK, BTC, ETH, EOS tokens on Huobi
exchange Oct 10 — Nov 10, 2020. Source: NTerminal data in Splunk
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Crypto in the FinCEN Leak

Our investigations team went through the FinCEN leak and found a few
suspiciously similar transactions on Bitcoin blockchain. By looking at the transaction
sizes and timestamps, NTerminal matches senders (originator banks) and receivers
(beneficiary banks) mentioned in Suspicious Activity Reports (SARs) to specific
blockchain addresses and business entities:

February March April May June July August September October November
2016
_time

[ | Bank_transaction_size_usd [ ] Blockchain_transaction_size_usd

Blockchain and flagged bank transaction volume (USD) streams overlapped in the
common time period, Jan — Dec, 2016. Source: NTerminal data in Splunk

More cases with corroborating evidence, indicating that the flagged participants
are likely using Bitcoin, can be found in the recent Inca Investigation Team post. The
results highlight the importance of publicly available data and systems capable of
correlating large datasets when performing fraud analysis.
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https://www.icij.org/investigations/fincen-files/
https://www.nterminal.com/
https://medium.com/incas/crypto-in-the-fincen-leak-66ab105a16d

October Spike in Crypto Scam Activity - Finland

Traditionally, the United States and Russia lead in reported crypto scam activity.
However, there was a recent spike in scams targeting Finland.
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The number of reported abuse cases by country. Source: bitcoinabuse.com,
tracks bitcoin addresses used by ransomware, blackmailers, fraudsters. Source:
NTerminal data in Splunk

Such a spike may be explained by the recent data leak of 50,000 patients of
Finnish mental health services provider Vastaamo. The data breach was discovered
after many patients received messages threatening to publish personal data unless a
bitcoin ransom is paid. Vastaamo admitted to losing their patients' data 2 weeks ago.
This resulted in thousands of fraud reports submitted to bitcoinabuse.com and at least
6 ransom transactions totaling 0.467 BTC paid to the scammers.

Many of these reports are associated with a coordinated effort. Ransom attacks
were conducted via the email “no-reply@smileup.site” which threatened to release
patient records, therapy notes, and personal data. Blackmailer(s) sent Finnish emails
demanding a payment of “200 euros during the first 24 hours or 500 euros during 48
hours in order to destroy our data.”

13FgAQMEBTTHEUVRP 1 2RSbmX TaV 7 ThCGWA
1gkrwGz15L9XZ2G7 ghBpvizZQFKPQkc
SQDUATwgPI5Nghc8LgBZAHSkeGE2
yfPzUtk7TXaf5n97ZAMt FGLFIVEVS
T4H1rkiTwaTNRdy tEVRTATCFATEXgsS9TDT
1457GHb joaNuR3rWwhLmAxNVB
14bjpKY1PR22MgYHP 1A xRYhF sgKMAPBI

5DezvG3g

147 JEnwcvg8mpIewAlIKuW3pbSQa3wgTmH
T4ub6WILeaPNnGB1xghe JHWIcKaeYtHWvsSL
14zNk37zyZr TTPkCCwuy jkeGtPcZ3arsNg

13FzvVBSdF zMMDMnNMAQd j TWEeHLot G5 TME
13d1nCBeF1iWiXtz7XBSeSF
13vYFf4pJqyfs2CEGijsjiMERURT2jx3Yo
148bZFgjTkgssnGrRVF3pxUgdtiEASLexm
14KYuY4rNH2GI9PRgLhNIiX5aMeNb7Syfcf
14Ud6tq8JZjX7yxev8ps5sYo7jHSxdhoN1
14bmBHIPQ7cSXSMR4AHgzARRgIsVXO196TA
pouxdw73x1bzxksdufiBzLTAXW3

14vSCT3AzMVq9SxSdZE

MTwz4prwpzh

149Qo
YCDMVChiBeag5
153E5KBMCbuXSXNScHhzCKaeFn3UVCIdTm

14gDKBsJF JsX4DoG YW

13712207 XK1ErVWRZNFb9dX3Y6zLzQ2rX3

13dPXr5SYNYhxZEeYs585kmDdvdRgRze5A
13vyGIf6g8npGGHc Jqpdls1MxHoy jaeEM
14CLq5qRkp8CCTUEY FkaSdnTQ8xhrY2MQx
14LrgvGmx8qSBHTTWIFRF 1dmggHjZxkXsW
14¥23dz1i5RRf1yMpYh98vzazhkJzM4gfHQ

t64VwAbBbL

14k TQRMHQRF Z V'V
14WGpVAHTCFra6tpQabzgrpsUIM7kDVh5S
154zNduJeP(QxdPsdosCevzuabMuLBP3Vn1

SR

ilLeLIgrephM

13MZvfgUp3SaGzh37ufwNcubz jGaZvdzmX
13dz3HnUsbV4yHTAGKkt6IUTpt jhBE7rY2Y
141BHpyzSFRjb1wPQ23NZSMHmmuBKq58pD
14EynaP32uNtf jYRzZVS6SEHpizTegv2mfE
T4NELRi1P4zTYxnse6fUnBN84e yF
14WUyyigiF724zbTToPVw3JZnP4cVgDJoe
14gbGSGqCh3bvy86F LUD
14kQTpd4tKY4WXE2TBCeKVDI9yzfbI2rFP7
14wMATHBF 5WkSYeY9t tukoat jcuvF fbx4Q
157wa22fAd7G5p5cu8NAG jOTmCcQEQodYE

MGD

CVEBzy

13Xshh8Jo1Xt97X4KcZ5SbikuGTBCP
13kMm3HMEL theWiaP3WG47UWDsX9Rx)
147a98KrzpMFUHpsu8eifnuTFEBQJIRI
14Gu8 jpb4wECg jAPNtasTXjjtTFtQf
14PQh1vt8QBgjd5uMgdquUMUMT 6AZZQ)
14b62xYgrUCceKqi5SRD1bpREintpSul
14hYPYENtr2pTCoRIEFPIWGYNbS2TT
14t ITSDg3HF FEfWrY4j8RMf Sq5KQAB
14zJcRULE2RZUQ79AYyAB28URFP xKMy
157xk5nTg4GFNr133wiLXRgY8y5CQT(



https://www.nterminal.com/
https://www.theguardian.com/world/2020/oct/26/tens-of-thousands-psychotherapy-records-hacked-in-finland
https://www.bitcoinabuse.com/

